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Policy Statement

It is the responsibility of Reynolds Training Services to guide and inform both staff and learners/apprentices
of the importance of Online Safety. In preparing this policy we have considered any disproportionate impact
it may have against individuals with protected characteristics defined in the Equality Act 2010. Consideration
concluded that no adverse impact on individuals with protected characteristics.

Reynolds Training Services recognises that online safety is an essential part of safeguarding and our duty is
to ensure that all learners and apprentices are protected from potential risk online, but while doing this we
wish to empower young people to interact confidently whilst being informed of the risks of online use. We
all need to build a resilience to online threats through knowledge and recognition of where threats can
infiltrate our daily use, by developing strategies to manage and respond to online risks.

Through our safeguarding commitment we will support learners/apprentices to:

++ Engage in age-appropriate content.
** Respect the feelings and rights of others, both on and offline.

DS

» Take ownership for keeping themselves and others safe online.

B3

» Understand the risks of sharing personal data/images of themselves or others.

X3

¢

Protocols of not sharing passwords and logins to others.

DS

» Seeking help from trusted adults if there is an online safety concern, or support other who many be
experiencing online safety issues.

Scope
This policy applies to all staff, learners, apprentices, and any subcontractor users, including volunteers.

Where staff have been provided laptops, desktop computers or smart phones there is an expectation that
staff behaviour will follow professional codes of practice, alongside teaching and learning in relation to online
safety.

This policy relates to safeguarding learners with online activities and Reynolds Training Services offers to
educate them to the wider use and functions of the internet during their time on programme.

Policy Aim

*

®,

* Alllearners are safeguarded and protected whilst engaged in online activities related to their learning

*,

programme with Reynolds Training Services.

** Reynolds Training Services have a commitment to identify and embed approaches that educate and
raise awareness of online safety.

«» Staff provide a role model in working safe and responsibly demonstrating positive and professional
standards whilst working online.

R/
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Reynolds Training Services will respond to any online concerns reported, efficiently and effectively
to reduce any risk to other users.

We are able to identify those areas of risk online fall into three areas:

1. Content: being exposed to illegal, or harmful material.
2. Content: being subject to harmful online interaction with others.
3. Conduct: personal online behaviour that increases the likelihood of, or cause, harm.

Internet Content Access

Staff and learners/apprentices are advised not to share login information, where information has been
shared intentionally or unintentionally, guidance states to change password as soon as this is known.
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Use of Personal Devices

Reynolds Training Services recognises that personal communication through mobile technologies is an
accepted part of everyday life for staff and learners/apprentices. We will not accept any inappropriate
communications taking place between these parties. If staff find themselves in receipt of any inappropriate
communication via these devices from learners/apprentices, they should make it known to the DSL.

Social Media

K/

% Access to personal social media accounts on work equipment is not acceptable.

% Make learners/apprentices aware that posting of personal information on social media can
put them at risk of criminal behaviour. Posting dates of holidays, personal locations,
expensive purchases such as new cars and smart phones could put them at risk of burglary,
carjacking, muggins etc.

% Learning how to block unwanted communications online.

% Invoking privacy protocols to avoid unwanted communications and views of private content.

< Know how to report any inappropriate activity on a website.
Email Management

s Staff should access their emails daily unless on annual when an ‘Out of Office’ notification
should be set up with a colleague’s contact details for anything urgent.

% No forwarding of any chain emails.

% Clear deleted folder and junk mail.

< Members of staff are encouraged to have an appropriate work/life balance when checking

and responding to emails, especially when communicating with learners/apprentices,

parents, or employers.

Responding to Online Concerns
All Online Concerns raised will be managed by our Safeguarding Teams, areas may include:

*+ Learner/apprentice welfare.

+* Cyberbullying.

Online Hate.

* Sexting.

» Cyber-flashing (Posting/sending unwanted sexual content).

R/
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Al Use in Education

This guidance has been taken from the Department for Education (DfE), on the use of generative artificial
intelligence (Al), including large language models (LLMs) like ChatGPT or Google Bard, in the education sector.

Understanding Generative Al

Generative Al refers to technology that can be used to create new content based on large volumes of data
that models have been trained on from a variety of works and other sources. ChatGPT and Google Bard are
generative artificial intelligence (Al) tools built on large language models (LLMs).

Tools such as ChatGPT and Google Bard can:

** answer questions
+» complete written tasks

R/

% respond to prompts in a human-like way.
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Other forms of generative Al can produce:
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audio

code
images
text
simulations
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videos.

Al technology is not new, and we already use it in everyday life for:

X3

%

email spam filtering

media recommendation systems
navigation apps

online chatbots.

X3

¢

X3

¢

X3

%

However, recent advances in technology mean that we can now use tools such as ChatGPT and Google Bard
to produce Al-generated content. This creates opportunities and challenges for the education sectors.

Opportunities for the Education Sector

Generative Al tools are good at quickly: analysing, structuring, and writing text turning prompts into audio,
video and images.
When used appropriately, generative Al has the potential to:
++ reduce workload across the education sector.
*» free up teachers’ time, allowing them to focus on delivering excellent teaching.

However, the content produced by generative Al could be:
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inaccurate.

inappropriate.

biased.

taken out of context and without permission.
out of date or unreliable.
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Protecting Data, Pupils, and Staff

Generative Al:

R/

++ stores and learns from the data it is given — any data entered should not be identifiable.
«* can create believable content, including more credible scam emails requesting payment — people
interact with generative Al differently and the content may seem more authoritative and believable.

Schools and colleges should:

DS

* protect personal and special category data in accordance with data protection legislation

» not allow or cause intellectual property, including pupils’ work, to be used to train generative Al
models, without appropriate consent or exemption to copyright

+» review and strengthen their cyber security by referring to the cyber standards — generative Al could
increase the sophistication and credibility of attacks

% ensure that children and young people are not accessing or creating harmful or inappropriate content
online, including through generative Al - keeping children safe in education provides schools and
colleges with information on:

+» what they need to do to protect pupils and students online

B3
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% how they can limit children’s exposure to risks from the school’s or college’s IT system
«»+ refer to the filtering and monitoring standard to make sure they have the appropriate systems in
place.

Formal Assessments

Schools, colleges, universities and awarding organisations need to continue to take reasonable steps where
applicable to prevent malpractice involving the use of generative Al.

The Joint Council for Qualifications has published guidance on Al use in assessments to support teachers and

exam centres in protecting the integrity of qualifications. This guidance includes information on:
+ what counts as Al misuse.
% the requirements for teachers and exam centres to help prevent and detect malpractice.

Generative artificial intelligence (Al) in education - gov.uk
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